Procedures contained in this document are applicable to all users of Army civilian HR applications, including Appropriated Fund (AF) and Nonappropriated Fund (NAF) civilian employees, military supervisors of civilian employees, EEO personnel, LN employees, and contractor employees.

The following central site applications require a System Access Nomination and Authorization Request (SANAR) form and DCDPS User Request form:

· Defense Civilian Personnel Data System (DCPDS) Application

· Civilian Servicing Unit (CSU) Application

· Army Regional Tools (ART)
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Process for Requesting Accounts

Steps to request account for access to central site applications is as followed:

1. The requester will obtain an AKO account at www.army.mil/ako
2. The requester will complete the DCPDS User Request form (DCPDS User Request form attachment).

3. The requester, requester’s supervisor, and requester’s organizational IASO (Information Assurance Security Officer) will complete a SANAR form (SANAR instructions attachment).  Follow the instructions in the SANAR package and the supplemental instructions for SANAR form listed below:

a. Item 1 (user ID):  If this request is for a new user ID, enter the requester’s proposed user ID (usually the AKO account name).

b. Item 5 (action or access required):  Fill this out in detail to indicate what application(s) need to be accessed, the type of access (e.g., manager, personnelist, etc.) if appropriate, and any other pertinent information.

c. Item 11 (email address):  Use the requester’s AKO email address.

4. The requester’s Organization will email and/or fax the DCPDS User Request form and the SANAR form to the servicing CPAC representative in the Human Resource Development/Automation Division and retain the original SANAR form.

a. Email: modernhelpdesk@hqda.army.mil
b. Fax:  703-602-5457

5. The servicing CPAC will review the both forms to verify the requester’s organization and level of access requested.  The CPAC will then email the DCPDS User Request form to the NECPOC and fax the SANAR form and cover sheet to the NECPOC. 

Modifying account

Request to modify accounts, e.g., to add a new responsibility to a DCPDS account, should follow the same process outlined above.  The requester’s supervisor and organizational IASO can use the original SANAR used to request the original account, annotating what needs to be modified together with a statement authorizing the modification and the supervisor’s (new) signature and date.  

Modifications to accounts resulting from large realignments (e.g., establishment of the Installation Management Agency) can be initiated by email (with an attached list if needed) to the account manager that issued the original account (NECPOC).  This is for use when a user’s access to records is changing because the organization has been changed.  

If the change involves a change in a DCPDS or CSU account, the NECPOC will need to fill out a DCPDS User Request form (or modify the original form used to build the account):

· Indicate what type of change is being made (using the drop down menu in the “Change Request” block on the form).

· Include the actual user ID in the “Suggested User ID” block.

· Complete any other blocks that are being changed.

Closing accounts

Requests to close accounts due to the separation or movement of an employee into a position in which the account is no longer required can be done by email to the account manager that issued the original account (NECPOC).  Requests to close accounts due to security issues should be done via SANAR.

Password reset

NECPOC will reset passwords for DCPDS and CSU accounts (this may happen when a user attempts to log in unsuccessfully several times or forgets their password).  Requests should go directly to the NECPOC at modern.helpdesk@cpocner.apg.army.mil via email or a Helpdesk ticket in ART.
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Concept of Operations and Instructions for the System Access Nomination and Authorization Request (SANAR)




Introduction.


The System Access Nomination and Authorization Request (SANAR), SAMR-CP-PS Form 1, is used to:


1. Nominate an individual for access to an access-controlled Department of the Army civilian personnel automated information system (AIS).  


2. Initiate changes to and deletions of access.  


3. Support authorizing access to an applicable system in accordance with the requirements of AR 380-19 Information Systems Security, AR 380-67 Personnel Security Program, and DOD Directive (DODD) 5200.2, DOD Personnel Security Program.  


4. Establish an auditable record that each individual, to whom access is granted.


5. Collect information for advising nominees and supervisors in processing the SANAR.


Hereafter in this document, "system IASO" will be referred to as "account manager."  This will reduce the potential for confusion when "IASO" is used to refer to duties performed at the installation or activity level, or at the organization level subordinate to the installation or activity.


Purpose.


This instruction provides guidance to IASOs and account managers, supporting users of one or more Army civilian personnel AIS, for using the SANAR to implement account management.


Scope.


This instruction governs use of the SANAR to support access to Army-wide civilian personnel information systems, for which the Deputy Assistant Secretary of the Army (Civilian Personnel Policy) (DASA[CPP]) is the Designated Approving Authority (DAA).  These systems operate in processing facilities at Civilian Personnel Operations Centers and Headquarters, Department of the Army.  Users located at Army business sites worldwide access these systems.  This instruction guides activities by IASOs and others, at the user sites and at the processing facilities, to support registration for and maintenance of user accounts.


Applicability.


The SANAR is applicable for management of accounts to access systems under the jurisdiction of the DASA(CPP).  Account managers are instructed to require nominees for system access to submit SANARs, as needed, to ensure and record that the requirements listed in the Introduction (above) are met.  Account managers should tailor implementation of the SANAR for cost efficient and effective operations.  The SANAR is required unless the DAA has approved the specific exception.


Proponent.


The proponent for the SANAR is the Deputy Assistant Secretary of the Army (Civilian Personnel Policy), under the Office of the Assistant Secretary of the Army (Manpower and Reserve Affairs).


Questions regarding use of the SANAR to support account management for an Army civilian personnel AIS should be addressed to the account manager for the AIS to be accessed.  Issues not addressed at the account manager level should be elevated to the Office of the Assistant Secretary of the Army (Manpower and Reserve Affairs), Program Support Division, Civilian Personnel Systems Management Branch, ATTN: Information Assurance Manager, 200 Stovall Street, Alexandria, VA 22332-0300.  Phone numbers are commercial (703) 325-9415 and DSN 221-9415.


Objective.  



The SANAR establishes the following facts.  The person: 


a. Is an U.S. citizen, or if a Foreign national has been approved by an authority listed in


 AR 380-67 if the required access causes the user's position to be designated sensitive.


b. Is accountable for appropriate use of the access granted.


c.
Is subject to procedures that ensure immediate notification, to the system account manager, of incidents and events that impact the security of the access granted.


d.
Has established his or her unique identity to the authority granting access. 


e.
Has been authorized, for the specific least privilege need-to-know access granted, to support performance of duties in service of the Federal government.


f.
Has been subject of a favorably adjudicated investigation, appropriate to the sensitivity of the access required.


g. Has received initial security awareness training, and is subject to the minimum annual 

requirement to receive refresher security training.


Overview.


The SANAR consists of three parts: 1) the Nominee or user, 2) the Supervisor (or Federal government manager, for nominees not under direct Federal employment), and 3) the IASO for the organization to which the nominee is assigned.  Each of these people ensures completion of and signs his or her respective part.  


Normally, the organization IASO would instruct the nominee or user to complete the required information and then route the SANAR through the required signatories.  Upon completion of the SANAR, the organization IASO forwards the SANAR through Information Assurance (IA) channels, designated by their command, to the system account manager.  


The commander of each installation or activity appoints or ensures appointment of an activity IASO, with installation or activity-wide scope of responsibility.  A primary and alternate activity IASO appointment should be made.  The activity IASO, on an ongoing basis, consolidates SANAR actions from subordinate organizations and communicates these to system account managers.  In addition, the activity IASO ensures prompt dissemination of and continuous compliance with IA guidance and policy at the installation or activity.  The activity IASO ensures immediate notification, to relevant account managers, of all incidents or events that impact system security.  This includes all changes in each user's need-to-know authorization, duty or employment status, or security status. 


The installation or activity Information Assurance Manager (IAM), or other official designated by the commander, ensures that the account manager of each accessed AIS is notified of all primary or alternate appointments to the activity IASO.  This is a one-time notification valid until the appointment changes, and may be accomplished by furnishing account managers a copy either of the command IASO appointment letter or a completed Information Assurance Security Officer Appointment, SAMR-CP-PS Form 2.  The IAM is responsible to ensure that all IASOs within their jurisdiction are trained and licensed, in accordance with applicable DOD and Army regulations. 


The activity IASO uses the SANAR Submission Package Cover Sheet, SAMR-CP-PS Form 1B, to forward copies of one or more SANARs to the appropriate account managers.  If a particular SANAR addresses access to systems managed by different account managers, each applicable account manager should receive a copy.  The activity IASO ensures that all SANARs forwarded have been submitted by duly appointed organization IASOs, who are organizationally positioned to monitor and respond to the security status of serviced users.


The activity IASO should retain each original SANAR on file until six months after the access is revoked or employment of the user terminates (and access is revoked).  In cases where a SANAR is evidence to support legal and adverse administrative action, it should be retained and disposed in accordance with policy for resolving the legal or administrative action.  Account managers should retain a copy of each SANAR on file until six months after access is revoked.  All SANARs and copies should be protected in accordance with policy for protecting Sensitive but Unclassified and Privacy Act protected information.


Process Flow.


Figure 1 depicts the process flow for the SANAR.  The SANAR supports action by the nominee, supervisor, and user’s IASO to authorize the requirement and assure the eligibility for the access requested.   Those people complete their portion of the SANAR in sequence.  Once the SANAR is complete, the user’s IASO forwards it to the activity or installation IASO.  The activity IASO files the SANAR for operational reference and audit, and forwards a copy to the account manager, who is responsible to provide the requested access.   The account manager ensures that the data owner has approved the access to meet the authorized requirement, and establishes the approved access.  Upon establishing approved access, the account manager notifies the activity IASO and user’s IASO of disposition of the request, and delivers approved user identifiers (IDs) and passwords to users.   The account manager ensures and verifies secure delivery of passwords in accordance with security policy and guidance for the AIS.  
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Instructions for Numbered Items:


PART I: The nominee provides Items 1 through 11, and signs and dates in Item 12, when establishing their account.  The user provides, at the minimum, Items 1 through 5 (and updates other items as needed), and signs and dates in Item 12, when modifying or deleting their account. 


1.
User ID:  Provide existing User ID.  Leave blank if the User ID has not been issued.


2.
Submission Date: Enter date the request or action is initiated (mm/dd/yyyy).


3.
Name:  Provide last name, first name, and middle name or initial of the nominee or user.  If there is no middle name indicate by using “NMN.”  Provide title, rank, or other preferred salutation as applicable.


4.
Expiration Date:  Identify date on which the requirement for access, addressed by this submission, will expire (if known).  If the nominee or user is a contractor personnel, this date must be on or prior to the contract expiration date.  Enter "INDEFINITE" if: 1) the nominee is a government employee, 2) the position is not a term appointment, and 3) the expiration date cannot be predicted.


5.
Action or Access Required:  Describe required access or access-related action.  Specify the information (e.g., application or system name, role, privileges, etc.,) needed for successful completion of the action.  If a separate supplemental form that specifies the requirement is used, attach and reference that form to communicate the requirement.  Originators should consult their IASO, system user documentation, or system help services to determine which supplemental forms (if any) are needed.  The account manager for each respective AIS shall disseminate required forms through the installation’s IASO/IAMs to each organization’s IASO.  If additional space is needed to describe the requirement, attach and reference a separate sheet.



Items 6 through 11 are required only if the request would establish an account for this nominee for the first time on the AIS; or if this information has changed since an earlier submission.


6. Social Security Number:  Provide social security number 


7. Date of Birth:  Provide date of birth (mm/dd/yyyy).


8. Phone:  Provide Defense Switched Network (DSN) and commercial telephone number.


9. IP Address:  Identify IP address or address range which must be allowed access to support the access requested.  Nominees should consult their IASO and/or network administrator or information manager to identify their IP address.


10. Mailing Address (duty):  Provide duty station mailing address.  Include organization, street (building and room, if relevant), city, state (or country, if applicable), and nine-digit zip code (or applicable postal code).  Include the APO number for applicable overseas addresses.


11. E-mail Address:  Provide e-mail address accessed at the duty location.


12. Statement of Accountability: Sign and date the SANAR.  This signature indicates that the nominee understands that they are responsible and accountable for protection and appropriate use of their password and the access granted; and that they accept the obligations identified in the statement of accountability.  Unauthorized or inappropriate use of the account can result in adverse action and/or criminal prosecution against the authorized user.


The nominee normally forwards the SANAR to their government supervisor or manager of work performed.  The only exception to this would be when the organization’s IASO has waived the requirement for the supervisor's signature, due to the nominees high grade and other factors (see the note with Item 19 below). 

PART II: The nominee's government supervisor or manager ensures completion of Items 13 through 18 when establishing and/or modifying an account or when deleting an account and signs and dates Item 19.


13. Name and Title.  If the nominee is a government employee, provide the name and title of the government employee who supervises the nominee.  If the nominee is a non-government personnel, provide the name and title of government employee who manages or sponsors the work performed by the nominee.


14. Phone Number.  Provide the phone number of the person identified in Item 13.


15. Organization:  Identify the organization with the requirement for access (i.e., the organization of the supervisor or manager).  


16. Sensitivity of Duties that Require Access:  A position (or duty) sensitivity of nonsensitive (ADP III), which is the lowest level, will qualify a nominee for access to the capabilities most typically granted on Army civilian personnel systems.  Access that requires sensitive position sensitivity (i.e., ADP I or ADP II) addresses two sensitive levels. ADP II is generally reserved for programmers and users of sensitive information systems.  ADP I is generally reserved for system administration, system maintenance, and security duties.



Indicate the least sensitive automated data processing (ADP) position sensitivity, which is appropriate for the access to be granted.  This might be a lower sensitivity than the actual sensitivity of record for the nominee's position (e.g., if duties not related to accessing Army civilian personnel AIS require the higher sensitivity).  However, the sensitivity indicated for the access requested must never exceed the actual sensitivity of the position, and must be consistent with the related provisions in AR 380-19 Information Systems Security, AR 380-67 Personnel Security Program, and DOD Directive 5200.2, DOD Personnel Security Program, for the duties associated with that access.  Identify the appropriate minimum position sensitivity of all nominees, both government and non-government.  Ensure that the appropriate authority (identified in Appendix F of AR 380-67) has approved the designation of each sensitive position.  Ensure that if a foreign national is placed in a sensitive position, the appropriate authority (identified in Appendix F of AR 380-67) has approved the placement.  Ensure that all support contracts require that contract personnel (assigned to fulfill the contract) meet the related personnel security investigation (PSI) and citizenship requirements.


17. Investigation Type and Status of Nominee:  Determine whether the nominee has been subject of a favorably adjudicated investigation (i.e., a PSI) that meets the requirements for access (described below), and identify the investigation type and status.  The PSI requirements are as follows:


a. If the position sensitivity identified in Item 16 is ADP I (critical-sensitive), the PSI requirement is met if:


(1) A Single Scope Background Investigation (SSBI), Background Investigation (BI), Special BI (SBI), or Periodic Reinvestigation (PR) is completed; or National Agency Check (NAC) is completed and the nominee has been granted emergency appointment (and an SSBI is requested).  An Entrance National Agency Check (ENTNAC), conducted during military service, may substitute for a NAC.

(2) Completion of the investigation is 4 years 11 months or less old, or is between 4 years 11 months and 6 years old if a PR is requested (or if the account will expire before the investigation is 6 years old).


(3) The nominee has maintained continuous Federal service since completion of the investigation, with no break over 23 months; and the minimum review of updated and applicable records, required for any break in service, has been conducted.


(4) The nominee is not a Foreign national, or an authority cited in the regulation has approved the appointment.


b. If the position sensitivity identified in Item 16 is ADP II (non-critical-sensitive), the PSI requirement is met if:


(1) A NAC (or ENTNAC conducted during military service) is completed and a National Agency Check, Local Agency Checks and Credit Check (NACLC) is requested; or a NACLC, National Agency Check with Written Inquiries and Credit Check (NACIC), National Agency Check with Written Inquiries (NACI), or DOD National Agency Check with Written Inquiries (DNACI) is completed, and


(2) the nominee has maintained continuous Federal service since completion of the investigation, with no break over 23 months; and the minimum review of updated and applicable records, required for any break in service, has been conducted, and


(3) the nominee is not a Foreign national, or an authority cited in the regulation has approved the appointment.


c. If the position sensitivity identified in Item 16 is Nonsensitive (i.e., ADP III), the PSI requirement is met when:


(1) The nominee occupies a permanent Federal appointment, or provides services under contract, in the continental United States: a NAC (or ENTNAC conducted during military service) is completed and a NACLC is requested; or a NACLC, NACIC, NACI, or DNACI is completed, or


(2) the nominee occupies a Non-Appropriated Funds (NAF) position or a temporary appointment of less than 120 days (total in this and other appointments): a NAC (or ENTNAC conducted during military service) is completed, or


(3) the nominee occupies a Foreign national position overseas: a NAC or local national equivalent investigation (as determined by the overseas command) is completed, and


(4) the nominee has maintained continuous Federal service since completion of the investigation, with no breaks over 23 months; and the minimum review of updated and applicable records, required for any break in service, has been conducted.


Note:  No formal clearance is required for access to the systems supported by this SANAR.  The clearance of the nominee, if any, should not be reported on this SANAR.  The most sensitive information on the systems supported is SBU.


18. Investigation Completion Date:  Identify the completion date of the PSI identified in Item 17, if completed.  If not able to verify a valid investigation from the organization’s government security manager or the corporate security manager of the firm performing work for the government organization, access cannot be granted. 


19. Verification of Need-to-Know and Security Investigation.  The person identified in Item 13 shall sign and date the SANAR.  This signature indicates that this person has reviewed PART I and attachments (if any), and verifies that the information provided is accurate, correct, and complete.  It authorizes the need-to-know (though not the actual access to service the need-to-know) and assures the requirements associated with the sensitivity of the duties are met (see Item 16 instructions) and that the nominee has been subject of a favorably adjudicated PSI, which meets the Position Sensitivity requirements (stated in DoDD 5200.2, DoD Personnel Security Program, 9 April 1999) for the sensitivity indicated in Item 16, and which has not expired.  Additionally, the signature indicates acceptance of responsibility to monitor the conduct and status of the nominee; and to report promptly to the organization’s IASO every incident or event that would effect the security of the system accessed and each change in the nominee's need-to-know, duty or employment status, or security status.


The Supervisor forwards the SANAR to the Organization IASO.


Note: The organization’s IASO may waive the requirement for the candidate's supervisor to sign Part II of the SANAR if all three of the following conditions are met:  1) the candidate occupies an Army civilian or military position of grade or rank of GS-15 or O-6 or higher, 2) the IASO can assure that the need-to-know requirement and the sensitivity of the duties are valid, and 3) the IASO can ensure that changes in the candidate's security, need-to-know, and employment or duty status will be promptly identified and reported.  To indicate waiver of the requirement, the organization’s IASO would annotate as "WAIVED" and initial Item 19.


PART III:  The organization’s IASO ensures completion of Items 20 through 22 and signs and dates Item 23.


20. Name:  Provide name of the (primary or alternate) organization’s IASO who processed the request.


21. Phone:  Provide phone number for the IASO identified in Item 20.  Include the DSN extension, if DSN is available.  Ensure that phone would be answered by an alternate organization IASO, in the absence of the individual identified in Item 20.


22. IASO’s E-Mail:  Provide official e-mail for IASO identified in Item 20.  Ensure that mail to that address would be answered by an alternative organization IASO, in the absence of the individual identified in Item 20.


23. Organization IASO Approval:  The person identified in Item 20 shall sign and date the SANAR.  This indicates that the (primary or alternate) organization’s IASO has reviewed the SANAR for completeness and correctness and validates the authorization, verifications, and assurances.  It assures that the nominee has been provided training in secure and appropriate use of the account and protection of the password, and the system and information it would access.  It acknowledges responsibility of the organization’s IASO to ensure that the nominee receives annual refresher security training, monitor nominee conduct and status, and provide prompt response and notification to the installation’s IASO/IAM when an incident or event effects the system's security.  It assures that the organization’s IASO will promptly notify the installation’s IASO/IAM when the need-to-know authorization, duty or employment status, or security status of the nominee changes.


The organization’s IASO forwards the original and one copy of the SANAR to the installation’s IASO/IAM.


The installation's IASO/IAM reviews each SANAR received to ensure it has been completed in a correct manner and has been submitted by a valid organization IASO.  The installation's IASO/IAM attaches the copy of the SANAR to a SANAR Submission Package Cover Sheet (SAMR-CP-PS Form 1B) (which can convey one or more SANARs), and forwards the Submission Package to the account manager for the requested AIS.  The installation's IASO/IAM should refer to Item 5 of the SANAR to identify the AIS for which access is requested, and should ensure that the request is forwarded to the appropriate account manager. The installation's IASO/IAM shall retain the original processed SANAR on file for operational reference and security auditing purposes.
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FOR OFFICIAL USE ONLY


System Access Nomination And Authorization Request (SANAR)



Submission Package Cover Sheet


Army Civilian Personnel Systems





1. Automated Information System (AIS) Name or Acronym:



     











2.
Information Assurance (IA) Account Identifier (assigned by the Information Assurance Manager for Army Civilian Personnel systems):



     


3.
Control Number (assigned by package originator):



    
-
     


fiscal year
sequential



 
serial number




(within year)








4.
Count of SANAR forms in this package:      





5.
Comments: 



     





6.
Name of Installation Information Assurance Security Officer (IASO) submitting package (primary or alternate):



     


7.
Phone 



      DSN:
     


      Commerical:
     








8.
Installation IASO Review and Validation:  I have reviewed the attached SANAR forms and assure that each was submitted by a duly appointed, assigned, and trained Organization IASO.  I am satisfied that each nominee has an authorized need-to-know, has been subject of an appropriate and favorably adjudicated Personnel Security Investigation, and has completed required security training.  I will ensure prompt communication of all IA guidance and instruction, related to this AIS, to each Organization IASO.  I will ensure immediate notification to the account manager of all incidents or events that impact the security of the AIS, to include changes in each user's need-to-know, duty, employment, and security status. 





INSTALLATION IASO SIGNATURE:



(or alternate IASO)
X




__________________________________________


DATE:  



     




















SAMR-CP-PS Form 1B  (Rev 23 Oct 2001)
(Type or print requested Information)



FOR OFFICIAL USE ONLY



Instructions



General Note on Usage:  The System Access Nomination and Authorization Request (SANAR) Submission Package Cover Sheet, SAMR-CP-PS Form 1B, is available as an automated input form, which an originator can fill in using Microsoft Word.  Though originators may print and manually filled it in, they are highly encouraged to use the automated version to fill in the required information. 



Overview:  Each Installation Information Assurance Security Officer (IASO) uses the SANAR Submission Package Cover Sheet to transmit one or more completed SANAR forms.  The Installation IASO consolidates access requirements (i.e., SANARs) from the various Organization IASOs throughout the installation, and communicates these to the account manager of the required system.  In addition, the Installation IASO ensures prompt dissemination of and continuous compliance with Information Assurance (IA) guidance and policy at the installation.  The Installation IASO ensures immediate notification of the account manager, of all incidents or events that impact the security of the AIS.  This includes changes in each user's need-to-know, duty, employment, and security status.



Instructions for Numbered Items:



1.
Automated Information System (AIS) Name or Acronym:  Identify the AIS, for which all attached SANAR forms request action.  Ensure all attached SANARs are being forwarded to the correct account manager. 



2.
Information Assurance (IA) Account Identifier:  Enter the IA account identifier, which the Information Assurance Manager (IAM) for Army Civilian Personnel Systems has issued to your site. The IAM can be reached at the phone number published in the note at the bottom of the page.  Account managers use the IA Account Identifier to ensure continuity in tracking installation IASO responsibility for each user account, independent of subsequent changes in IASO appointments.



3.
Control Number:  Assign a control number for the submission.  This should consist of the fiscal year, in which the action is initiated, followed by a sequence number for that year's submissions.  The sequence number should start at one (1) with the first submission of the year, and increment by one (1) with each submission.


4.
Count of  SANAR forms in this package:  Identify how many SANAR forms are attached to the cover sheet.



5.
Comments:  Enter comments if needed to communicate the requirement.  Attach extra sheets if needed.  If extra sheets are attached, note that in this block.


6.
Name of Installation Information Assurance Security Officer (IASO) submitting package (primary or alternate): Enter the name of the person, assigned Installation IASO duties, who signs the cover sheet.



7.
Phone:  Enter the Defense Switch Network (DSN) and commercial phone number for the person who signs the cover sheet.  Ensure this number will be answered if that person will not be available during processing of the action.



8.
Installation IASO Review and Validation:  The appointed primary or alternate Installation IASO shall sign and date block 8.



Questions regarding use of this form to support account management for an Army Civilian Personnel AIS should be addressed to the account manager for the AIS to be accessed.  Issues not addressed at the account manager level should be elevated to Office of the Assistant Secretary of the Army (Manpower and Reserve Affairs), Program Support Division, Civilian Personnel Systems Management Branch, ATTN: Information Assurance Manager, 200 Stovall Street, Alexandria, VA 22332-0300; phone commerical (703) 325-9415, DSN 221-9415. 
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INFORMATION ASSURANCE SECURITY OFFICER APPOINTMENT





Privacy Act Statement


AUTHORITY:  Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.



PURPOSE AND USE:  The information will be used to verify that you are appointed and authorized to perform the duties of Information Assurance Security Officer (IASO), for the Department of the Army, and to verify that requirements associated with that appointment are met.  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent authorization for you to perform IASO duties.



DISCLOSURE:   Disclosure of records of the information contained therein may be specifically disclosed outside the DOD according to the Blanket Routine Uses: set for at the beginning of the compilation of systems of records, published annually in the Federal Register, and the disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act.





This form provides for appointment of the primary and/or alternate IASO responsible for providing information assurance support for access to Army civilian personnel automated information systems by: 











Organization:
     





Information Assurance Account Number:
     





Effective immediately and until rescinded in writing, the individual or individuals identified below are appointed IASO, in accordance with (IAW) AR 380-19, Information Systems Security, 27 February 1998, paragraph 1.6.d(2)(b). Each IASO will service the organization indicated above and, IAW policy and guidance, will execute the following duties: 1) communicate requirements to establish, change, or delete access to each supported automated information system (AIS); 2) initiate prompt and appropriate account actions for changes in each user's employment, duty, or security status; 3) train users and monitor their conduct to ensure secure and appropriate use of the accounts; 4) ensure all users receive initial and annual security training; 5) report all security incidents and take prompt and appropriate corrective action; and 6) review applicable security policy and ensure compliance.



Each IASO shall protect and treat all data retrievals/queries as "FOR OFFICIAL USE ONLY," and shall use these only in the performance of official duties for the Department of Army.  Each IASO has completed an Army‑approved IASO course, or will complete this within 30 days of appointment.  The position of each IASO is designated a minimum of ADP II noncritical-sensitive sensitivity.  A favorably adjudicated National Agency Check (NAC) has been concluded for each IASO, and a NAC, Local Agency Checks and Credit Check (NACLC) or NAC with Written Inquiries and Credit Check (NACIC) has been initiated or favorably concluded.  The appointees meet the requirement for continuous Federal service since conclusion of the NAC/NACI. Neither appointment is a Foreign national, unless this has been approved by an official listed in AR 380-67 Personnel Security Program, Appendix F, paragraph F-2.  Failure to comply with the above conditions will result in removal as IASO.



NOTE:  IASOs may not appoint themselves.








Primary IASO








Alternate IASO











X








X











Signature



     








Signature



     











Name (Typed or Printed)




     
     











Name (Typed or Printed)




     
     











SSN
Office Symbol


     








SSN
Office Symbol



     











E-mail Address



     
     








E-mail Address



     
     











Phone 
(Commercial)
(DSN)












Phone
(Commercial)
(DSN)












 FORMCHECKBOX 

Replaces:


     





 FORMCHECKBOX 

Additional IASO


 FORMCHECKBOX 

Replaces:


     











Name of Previous Primary IASO








Name of Previous Alternate IASO








APPOINTMENT AUTHORITY





     








X





     








Name, Title (Typed/Printed)





Signature





Date














SAMR-CP-PS Form 2 (Rev. 23 Oct 2001)
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(Type or print requested information)
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SYSTEM ACCESS NOMINATION AND AUTHORIZATION REQUEST (SANAR)



Army Civilian Personnel Systems





Privacy Act Statement



AUTHORITY:  Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.



PURPOSE AND USE:  The information will be used to verify that you are an authorized user of a U.S. Department of the Army civilian personnel automated information system (AIS) and/or to verify completion of your government personnel security investigation.  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent the processing of your SANAR.



DISCLOSURE:  Disclosure of records of the information contained therein may be specifically disclosed outside the Department of Defense (DOD) according to the Blanket Routine Uses set at the beginning of the compilation of systems of records, published annually in the Federal Register, and the disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act.





PART I  (To be completed by the Nominee or User  for access with Information Assurance Officer assistance.)





1. User ID (If known or already established):        


2.
Submission Date:       





3.
Name (Last, First, Middle, Title or Rank): 



     


4.
Expiration Date (for access requirement):  



     





5.
Action or Access Required  (Continue on separate sheet if needed and identify attachments, if any.):       





Complete the Items 6 through 11 below only if this is an initial request for an account or if the information previously provided has changed. 





6.
Social Security Number:       


7.
Date of Birth:       





8.
Phone
DSN:
     



Commercial:
      






9.
IP Address (or address range):


     





10.
Mailing Address (duty): 



     


11.
E-Mail Address: 



     








12.
STATEMENT OF ACCOUNTABILITY: I understand my obligation to protect my password.  I assume responsibility for the data and system to which I am granted access, in accordance with applicable policy and guidance.   I will not exceed my authorized access, and will report changes in my need-to-know authorization, employment or duty status, or security status immediately to my Information Assurance Security Officer (IASO).  I have completed security training and have read, signed, and agreed to comply with all provisions of the Security Features User's Guide (SFUG) for the systems requested.





Nominee’s Signature:
X




__________________________________________


Date:           




















PART II  (To be completed by Federal government Supervisor or Manager of the Nominee or User.)





13.
Name and Title:



     


14.
Phone:



     





15.
Organization:        





16.
SECURITY INVESTIGATION:  The nominee has been subject of a favorably adjudicated Personnel Security Investigation, which is valid and sufficient to satisfy Army and DOD regulatory requirements pertaining to the sensitivity of the requested access and supported duties.  The sensitivity of the nominee’s position has been designated in accordance with regulation.  If the position is designated sensitive, the incumbent is a U.S. citizen or has been approved by an official designated in regulation:










 FORMCHECKBOX 

Yes
 FORMCHECKBOX 

No




. 


For more information about this requirement, refer to Security Qualifications, on the PERMISS menu, under the Tools menu, on  http//:CPOL.army.mil 





17.
VERIFICATION OF NEED-TO-KNOW AND SECURITY INVESTIGATION:  (The verifier of need-to-know and security investigation must be a government employee--the supervisor for a government-employed nominee, or the Federal government manager or sponsor for a non-government-employed nominee.)



I have reviewed the information contained in this request.  I certify that this nominee requires access as requested in the performance of his/her job function. I also certify that the requirement, for a Personnel Security Investigation, and other regulatory requirements associated with the sensitivity of the requested access and related duties have been satisfied (as indicated in Item 16).  I will assure that changes in this nominee's need-to-know authorization, duty or employment status, or security status are promptly reported to the nominee's IASO.





Supervisor’s Signature:
X




__________________________________________


Date:            




















PART III  (To be completed by Nominee's organization Information Assurance Security Officer.)





18.
Name:       


19. Phone:       





20.
E-mail:       





21.
ORGANIZATION IASO APPROVAL:  I have reviewed this request and assure that the responsible individuals have correctly completed their respective parts and the nominee has received initial training in secure and appropriate use of the account.  I will ensure that the nominee receives annual security training, monitor the security status of the nominee and account, and promptly report all incidents and changes to the system IASO—through information assurance reporting channels as designated by my activity commander.





Organization IASO's Signature:
X




__________________________________________


Date:            




















SANAR Format, SAMR-CP-PSM



Rev (January 3, 2002)


When not blank, this format is



FOR OFFICIAL USE ONLY


(Type or print requested information)





Instructions



General Note on Usage:  The System Access Nomination and Authorization Request (SANAR) Format, SAMR-CP-PSM, is available as an automated input form, which an originator can fill in using Microsoft Word.  Though originators may print and manually fill it in, they are highly encouraged to use the automated version to fill in the required information.  The originator (usually the nominee for access) should consult the appropriate sources and fill in all requested information, then print the signature-ready form.



Overview:  The SANAR is used to nominate an individual for access to an access-controlled Department of the Army civilian personnel automated information system (AIS).  It also is used to initiate changes to and deletions of access.  The Designated Approving Authority, with jurisdiction over automated information systems that support Army-wide civilian personnel processes, has mandated its use for these systems.  Separate instructions are available, which provide detailed instruction for each numbered item and for processing the SANAR



Steps for requesting access or access related action:



1.
Nominee (complete and sign Part 1).   If you are a nominee for access, enter the indicated information to identify who and where you are, and what action or access you need.  If you have already been issued a user-ID, enter that in Item 1.  Otherwise leave Item 1 blank.   Describe the access required in full detail in Item 5.  Use and attach additional sheet(s) if needed.  Make note of any attachment(s) in Item 5.  Consult application specific guidance and attach supplemental sheets if directed.   Sign the statement of accountability and forward the form to the next recipient.



2. 
Supervisor (complete and sign Part 2).  If you provide Federal government supervision or management of the nominee for access, you need to (a) validate that the requested action or access is needed for performance of duties for the Federal government, (b) verify that a valid and sufficient personnel security investigation of the nominee has been conducted, and (c) assure that the sensitivity of the nominee’s position has been designated in accordance with regulation and that any applicable citizenship-related requirements are met.  Note that the nominee's Information Assurance Security Officer (IASO) may waive the requirement for the supervisor's signature if the nominee is a high-grade government employee (GS-15 or O-6 or higher) and the IASO can function instead of the supervisor, in the manner described in the detailed instructions.



3.
Information Assurance Security Officer (complete and sign Part 3).   If you are the IASO of the nominee for access, you need to review the request for correctness and completeness.  You need to assure that the nominee has received information security awareness training and that you will ensure notification, to the system IASO, of future events and status changes that effect the security of the access to be granted.  You need to sign valid requests and forward these through information assurance channels, designated by your commander, to the system IASO.



The SANAR supports account management for Army civilian personnel AIS(s) that store and process For Official Use Only information.  It should not be used to support access to classified AIS(s).



Questions regarding use of this form to support account management for an Army civilian personnel AIS should be addressed to the account manager for the AIS to be accessed.  Issues not addressed at the account manager level should be elevated to ATTN: Information Assurance Manager, Office of the Assistant Secretary of the Army (Manpower and Reserve Affairs), Program Support Division, Civilian Personnel Systems Management Branch, 200 Stovall Street, Alexandria, VA 22332-0300.  Phone numbers are commercial (703) 325-9415 and DSN 221-9415.
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Nominee









or









User














Supervisor




or




Govt. Manager





























Organization









IASO









•









Originate request









•









Assign duties









•









Authorize need to know









•









Ensure position sensitivity





























•









Ensure security awareness and









training









•









Respond to security events at









user site









•









Communicate events and









requests to Installation or









Activity IASO









•









Ensure policy compliance









at Installation









•









Communicate events and









requests to account mnager









(i.e., System IASO)









File









Original









SANAR









Complete SANAR at organization level









Account









Manager









(System IASO)









System Owner









or Proponent









Forward SANAR









to Activity









IASO









Communicate









copy of SANAR









to Account









Manager









•









Establish Access









Control Policy









•









Authorize access to









support need-to-know









Authorize Access









Communicate









UserID and









Password to User









 (by secure means)









Communicate









disposition of









 









requested action









to Activity or









Installation IASO and









Organization IASO









(e.g., by e-mail)









START









System Access Nomination and Authorization Request (SANAR) Process









File









SANAR









information









or copies









Activity or









Installation









IASO









Retain until six months after









access is revoked.  Retain as









needed for legal or adverse









administrative action.









Retain until six months after access is revoked.  Retain as needed for legal or adverse administrative action.









Figure 1
























Major Army









Commands









Coordinate









Requirements
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DCPDS User Request Form – Date     



Privacy Act Statement


Public Law 99-747, the counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.  The information will be used to verify that you are an authorized user of Government automated information systems (AIS).  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent the processing of your DCPDS User Account request.




 FORMCHECKBOX 
 New User  
 FORMDROPDOWN 
 Change Request 
 FORMCHECKBOX 
 End-Date User Account 
 FORMCHECKBOX 
 CSU Access (See Below)















Installation/Location Name:        
(i.e. Base/State Code/Locality Name/CSU/location or installation name, etc.)


Level of Access  
  FORMCHECKBOX 
 Global (CPOC ONLY)
    FORMCHECKBOX 
 Secure User     Grade:        (Civ PP and Gr/Mil Rank/’Contr’)


Job or Organization Role  FORMDROPDOWN 


(Personnel Specialist, Classification Specialist, Supervisor/Manager, Administrative Specialist, NAF, Local National, etc.)


Employee Name:        (Last Name, First, MI or External Employee Name)
SSAN:      

 FORMCHECKBOX 
  Appropriated Fund

 FORMCHECKBOX 
  Nonappropriated Fund

 FORMCHECKBOX 
  Local National  


Employee AKO Email Address:        


Proposed User ID (AKO account name):
      


System Role (Template Responsibility):
       

(e.g., CIVDOD Personnelist, 911 History Reconstruct, Payroll Regen., VSB Reports, OTA, etc.; add additional in Remarks)


IP Addressable ‘Default’ Printer ID:  
IP Address:      


Printer Name:      

Parent Security Profile Name/Number:      

Security Profile:      
 
   FORMCHECKBOX 
 Already Exists

Organization Component IDs (Use attachment list if needed)
     

     













     

     









     

     









     

     



Group Box Name (if any): 
      


(Specify New or Exists)   
 FORMDROPDOWN 


Routing Group/SF52 Permissions:


Default Routing Group:
NE_REGION


 FORMCHECKBOX 
  -- Initiator (Create RPA)

 FORMCHECKBOX 
 -- Requestor 


 FORMCHECKBOX 
 -- Authorizer 


 FORMCHECKBOX 
  -- Personnelist (CPOC Only)  

 FORMCHECKBOX 
 -- Approver (CPOC Only)
 FORMCHECKBOX 
 -- Reviewer


(Note: Normal user access does not include the Reviewer RPA role.)


Civilian RPA Code (Smart Number):      



CSU ACCESS








 FORMCHECKBOX 
 CPO      FORMCHECKBOX 
  Manager       FORMCHECKBOX 
 Administrator       FORMCHECKBOX 
 System Administrator (CPOC ONLY)



Organization Components*  FORMDROPDOWN 
      (If org component access is different than shown above enter appropriate org codes)        

Positions to View: 
 FORMCHECKBOX 
 Appropriated Fund (APPR)  
 FORMCHECKBOX 
 Nonappropriated Fund (NAF)
 FORMCHECKBOX 
 Local National (LN)





REMARKS:  
     



DSTI Use -   Date Received:

     

Date Completed: 
     

Initials:  
     

Instructions for completing DCPDS User Request Form


		Item

		Compl By*

		Descr/Instr



		Date

		CPAC

		Date request is initiated.



		New User, Change Request, End Date User Acct

		CPAC

		· For a new account, check the New User block.


· For changes, use the drop-down list to indicate the type of change.  


· For end dating, include the end date in Remarks.



		CSU Access

		CPAC

		Check if a CSU account is being requested (required if the requester needs an ART account).



		Installation / Location Name

		CPAC

		Enter the requester's installation or activity, e.g., Ft Sam Houston, COE Portland.



		Level of Access

		CPAC

		Check one (only): global (access to all records) or secure view (access to selected records only based on organizational location).  For secure view access, Organization Component IDs must be included (by the CPAC) and Security Profile fields must be completed (by the CPOC).



		Grade

		CPAC

		Enter requester's pay plan-grade, or military rank, or "Contr" for contractors.



		Job or Organization role

		CPAC

		Select the requester’s general system from the drop-down list, e.g., staffer, classifier, manager, resource manager, etc. (used to determine the productivity suffix appended to the user ID).



		Employee Name

		CPAC

		Type the requester’s name as it appears in the database (last, first, MI).  If not in the database, CPOC will need to create the record (employee or external user) in DCPDS before the account can be created.



		SSAN

		CPAC

		Enter the requester’s social security number as it appears in the database (CPOC completes this block if a pseudo-SSAN is being used).



		APPR, NAF, LN

		CPAC

		Check one of the blocks to indicate if the employee is appropriated fund, nonappropriated fund, or local national.



		Employee AKO Email Address

		CPAC

		Requester’s AKO email address (an AKO account is required).



		Proposed User ID

		CPAC

		"Name" portion of the AKO Email address plus productivity suffix (JOHN.DOE3/MGR). For modifications to existing accounts, enter the actual user ID being modified.



		System Role

		CPOC

		(Template Responsibility) Enter the primary “template responsibility” being requested, e.g., CIVDOD Personnelist, CIVDOD Manager, etc.  If more than one responsibility is being requested, include the others in the Remarks area. 



		Printer 

		CPAC 

		If a registered printer is associated with the requester (CPOC and CPAC requests only), enter the IP address and name of the printer.  For all others, leave the IP address blank and use 0DEFAULT as the printer name.  (CPACs should complete these fields for CPAC users.)



		Security Profile

		CPOC

		Name of Parent Security Profile (if one exists) and security profile. Use check box to indicate if profile is new or exists.  For new profiles, org component IDs must be included.



		Organization Component IDs

		CPAC

		List all organization components to which the requester should have access (CPO-ID, Command Code, UIC, and Org Structure ID).  If the user should have access to subordinate organizations, follow the org component with a percent sign (%).  (Examples:  EJSBW1J407A02 or EJSBW1J407%).  All NAF org component codes begin with “NAF”. Leave blank for global acccounts.



		Group Box

		CPOC

		Name of groupbox to which user should belong.  Needs to be created if new.



		Dflt Routing Gp

		CPOC

		Leave as is (all Army users are part of the NE_REGION routing group.



		SF52 Permissions

		CPOC

		Select the type of RPA permissions the user needs (i.e., ability to initiate, sign or authorize an RPA).  


· Do not use “Reviewer.”  (may be used for RM)


· “Personnelist” and “Approver” are for CPOC and NAF CPU staff only (NAF CPU chiefs will designate for their office).  


· If only selecting “Initiate,” then others will not be able to route an RPA to this user.



		Civilian RPA Code

		CPOC

		Enter the RPA Smart Number flexible characters (char 6-14) (Region number + CPAC code (CPO-ID) + org abbreviation.  NAF:  region number + "NAF" +  NAF installation code), e.g., 5EWW1KCAA. 



		CSU Information (complete if CSU (or ART) Account is being requested



		CSU Access

		CPAC

		Check CPO if user is in a CPAC or CPOC, manager for managers, administrator for administrative assistant, secretary, etc. (more than one may be checked). System Admin is only for selected CPOC ISD users.



		Organization Components

		CPAC

		Use drop-down box to indicate if the access to organizational segments is the same as for DCPDS as shown above, or different.  If different, include the org component IDs.



		Positions to View

		CPAC

		Use check boxes to indicate which types of positions the requester will need to view.



		Remarks



		Remarks

		CPAC, CPOC

		Enter any continued information from other blocks (e.g., additional template responsibilities, additional org components).  Be sure to include the following if applicable:  COREDOC access required.





* Completed By column: “CPAC” indicates that initiator completes the item (for CPOC accounts, this will be completed by the CPOC).


DCPDS User Request Form (ARMY Version 7 Jul 2003)





