
23 September 1998

JDIM-ZA

MEMORANDUM FOR PRINCIPAL OFFICIALS OF HQDA,

                                           ATTN:  EXECUTIVE OFFICERS AND INFORMATION

                                                         MANAGEMENT OFFICERS

SUBJECT:  IMCEN Policy for Supporting Off-site Processing and Privately Owned Automation Equipment -- IMCEN LOI # 2-98

1.  References.
a.  AR 25-1, The Army Information Resources Management Program, 25 March 1997.

b.  AR 380-19, Information Systems Security, 27 February 1998.

c.  Memorandum, Administrative Assistant to the Secretary, 6 February 1997, Appendix A.

d.  Memorandum of Agreement - Off-Site Processing, Appendix B.

e.  Policy and Instructions for accessing the HQDA Remote Dial-in Point of Presence (POP), Appendix C. 

f.  IMCEN Help Desk Procedures, Appendix D.

2.  Purpose.  This Letter Of Instruction (LOI) provides operational guidance in support of off-site processing and privately owned automation equipment when used to perform Government work and includes remote dial-in access to DOD systems via the HQDA remote dial-in POP.  Use of the term “On-site” in this LOI, unless specified otherwise, is defined as technical support by either Government or contract personnel conducted within the confines of the Pentagon at the Information Management Support Center (IMCEN) Help Desk or other IMCEN supported Government location.  “Off-site” is defined as to all other locations, including Government quarters on a military reservation. 

3.  Scope.  This LOI provides policy and procedures applicable to all IMCEN supported HQDA organizations seeking to obtain support for off-site information processing activities. 
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Funding required in support of the various alternative off-site processing options covered by this LOI will be specified in appendix B, Memorandum of Agreement.

4.  Information System Security:  The Designated Accreditation Authority for information systems supported by IMCEN, the Pentagon Single Agency Manager, requires accreditation of computers used off-site for the conduct of government business. Users requiring remote access to the HQDA Enterprise Network, regardless of ownership of equipment (Government or privately owned), will be accredited as part of the HQDA Enterprise Network Accreditation.  Completion of the Memorandum of Agreement, enclosed as appendix B to this LOI, signature by all required parties, and compliance with the provisions of this LOI and appropriate references, will satisfy the accreditation requirement.  Users requiring remote access to the HQDA Enterprise Network, solely for the purpose of accessing another Government System outside of IMCEN control, must comply with the accreditation and system security requirements for that specific Government system.

a.  Customers requiring access to a Government system from off-site must complete the Memorandum of Agreement, enclosed as appendix B to this LOI.  The agreement must be signed by all parties and on file within the Agency before off-site access/support can be requested by the IMO or IM Point of Contact (IMPOC) through the supporting IMCEN Requirements Analysis and Design Branch (RAD) Point of Contact (POC).  Upon receipt and approval of such a request, Help Desk support and Remote Access will be provided.  Prior approval is required, regardless of method used to access the system.

b.  Anyone accessing a Government system from off-site is required to utilize a DOD approved anti-virus software program.  

c.  All personnel processing Government Information from an off-site location must protect that information from unauthorized disclosure and comply with applicable provisions of Chapter 2, AR 380-19.

d.  Under no circumstances will classified information be processed on a computer system used off-site, regardless of ownership, unless that system is formally accredited for the classified processing in advance by the designated accreditation authority.

5.  General Overview.  Customers operating an information system from an off-site location for official purposes fall into one of the following categories:
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a.  SECONDARY WORKPLACE.  These customers work on-site (within the confines of a Government provided or approved facility) during normal duty hours, and are appropriately authorized to continue to work from an off-site location (e.g. home) during non-duty hours or, occasionally, during duty hours (See OAASA MOI for Implementing Alternative Workplace Arrangements (Flexiplace)).

b.  FLEXIPLACE.  These customers are authorized to work regularly from an 

off-site location for one or two days each week.  Normally, these customers will also work from an on-site location for the majority of each week.

c.  SELECT.  These customers directly affect Army policy and management and must have continuous automation support while working off-site.  This category is normally limited to senior officials (Sec Army, ASA, CSA level) and approved by Director, IMCEN. 

6.  Secondary Work Place:
a.  Authorization for customers to perform official work from an off-site location must be obtained from each Agency in writing and a request for off-site support/access submitted to the IMCEN RAD POC through the supporting IMO or IMPOC.  A copy of this authorization as well as a completed copy of the Memorandum of Agreement, enclosed as appendix B to this LOI, must be on file with the Agency before remote access is approved or before Help Desk Support can be provided.
b.  Hardware.  Customers may be authorized to use Government hardware or personal hardware from an off-site location.  Government hardware must be obtained from automation equipment on hand at the customer’s agency or department.

c.  Software.  Customers are authorized to use either personal software or Government software (within licensing constraints) on personal hardware. Personal software should not be used unless it is compliant with the Headquarters Enterprise Network (HEN) Configuration Control Committee (CCC) guidelines.  Government software must be obtained from customer’s agency or department.  Personal software is not authorized for use with Government hardware.

d.  Accreditation.  Required, see Paragraph 4 above.

e.  Anti-Virus support.  The IMCEN will provide the IMCEN standard anti-virus software and updates for both Government and personal automation systems.  Support 
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will be provided IAW Appendix D of this LOI.  If software is required for use on a personally owned system a copy of the IMCEN standard anti-virus application may be 

provided, subject to license restrictions and will be issued in coordination with the supporting IMO or IMPOC.  Customers assume responsibility for installing software on their personal automation systems.

f.  Configuration support.  The IMCEN will provide configuration support for customers for Government hardware that is returned to the IMCEN Help Desk location. To facilitate Help Desk support, Agencies are encouraged to provide Government owned equipment for off-site processing whenever possible.  Customers are responsible for maintaining the integrity of the configuration of Government automation equipment.  The IMCEN will provide software configuration instructions to customers using personal hardware.  However, as operating systems and applications software continue to evolve, certain minimum hardware standards must be met. Minimum hardware requirements for systems requiring dial in access to the HQDA Enterprise will be provided upon request by IMCEN Systems Management Branch (SMB).  Customers will assume full responsibility for configuring their personal automation equipment.

g.  Service.  All customers will be provided with telephonic Help Desk service during normal duty hours.  Hardware specific service will be performed at the IMCEN Help Desk or other IMCEN supported location only on Government owned hardware.  Customers are responsible for coordinating with the Help Desk before bringing any equipment in for service.  Appendix D provides service call processing information and instructions.  Service for personally owned hardware is not authorized.

7.  FLEXIPLACE.  FLEXIPLACE customers are subject to the same requirements and 

entitled to the same IMCEN level of support as OFF-SITE (Secondary Work Place) customers.  When the employee operates from or is provided support by the General 

Services Administration under an agency agreement, all support will be in accordance with the provisions of the agency – GSA agreement.  Under no circumstances will the IMCEN be responsible for providing support for GSA equipment.  If, under the terms of the agency – employee FLEXIPLACE agreement, the employee is provided with Government equipment, the employee is required to transport equipment requiring service back to the IMCEN Help Desk or other designated IMCEN supported Government location.

8.  SELECT.

a.  The Director, IMCEN will approve service to all SELECT level customers.  The IMCEN RAD agency POC will contact SELECT customers to determine exact support 
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requirements and will then forward those requirements to the Chief Technical Services Branch (TSB) for inclusion into the support baseline. 

b.  Hardware.  Customers are authorized to use Government hardware and personal hardware from an off-site location.  Customers will be provided IMCEN support for both Government and personal automation equipment used off-site.

c.  Software.  Customers are authorized to use personal and Government software (within licensing constraints).  However, personal software is not authorized for use with Government hardware.

d.  Accreditation.  Required, see Paragraph 4 above.

e.  Anti-Virus support.  The IMCEN will provide anti-virus software and updates for both Government and personal automation systems.

f.  Configuration support.  The IMCEN will provide configuration support.

g.  Service.  Customers will be supported with help desk service telephonically, 

on-site and off-site, as necessary, for personal and Government software and hardware used for official purposes.

9.  IMCEN Points of Contact.  IMCEN Points of Contact for this LOI are LTC Bush and Mr. Ward at 693-5425 and 693-7947. 

                                                                //signed//

Attachment                                      Michael L. Selves

Director

Information Management Support Center

APPENDIX A, IMCEN LOI # 2-98 -- SAAA Memorandum

Memorandum, SAAA, dated 6 Feb 97, Subject: Personal Use of Telephones, E-mail, and the Internet.  (See Attached Memo)(Soft copy not available)

APPENDIX B, IMCEN LOI #2-98 -- Memorandum of Agreement 

MEMORANDUM OF AGREEMENT

SUBJECT: Request for Off-Site Processing Support 

1.  Purpose.  The purpose of this memorandum is to provide a standard document to serve as both the request and the approval for off-site processing, within the confines of the IMCEN LOI referenced below.  Additionally, this memo outlines the responsibilities of IMCEN supported U.S. Government employees involved in the performance of official Government work away from Government work site using a Government or an employee owned computer system and software. 

2.   Reference.  IMCEN LOI # 2-98.

3.   General.  The intent of this memorandum is to outline the responsibilities and liabilities inherent in the use of IMCEN supported Government or employee owned personal computers for the performance of official duties.  Paragraph 5-4 of AR 25-1 (25 March 1997) provides specific policy for off-site processing and officially sanctions the use of either Government or employee owned equipment provided that the agency approves of the requirement and the supporting DOIM has completed a technical review/approval. 

4.   Scope.  This memorandum is applicable to all Government personnel receiving Information System support from the HQDA Information Manager or requiring access to the HQDA Enterprise Network.

5.   Agreements, Support and Resource Requirements.

       a.  Once off-site processing is approved, use of the computer system must comply with the appropriate provisions of AR 25-1 and AR 380-19.  Access to the HQDA dial-in Point of Presence (POP) is then authorized.

b.  Agencies will determine the type and level of supplies that will be provided to the employee.  Reimbursement for the use or installation of telecommunications equipment, or any other costs incidental to the off-site information processing will be processed IAW DOD, DA or Agency policy.

       c.  All information processed on the computer becomes the property of the Government.
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d.  Classified defense information will not be processed at the off-site work location, regardless of ownership, without prior specific written approval from the Agency Security Manager and the Designated Accreditation Authority.

e.  The Army is responsible for the maintenance and repair of Army owned equipment approved for use off-site.  IMCEN will not troubleshoot or repair privately owned computers.  IMCEN will not perform residential site visits to repair government equipment with the possible exception of “select” category personnel.  Levels and types of maintenance support are explained in IMCEN LOI #2-98.

f.  Privately-owned computer equipment will not be brought onto government property without the prior specific approval of the ISSM.

       g.  Appropriated funds will not be used to purchase hardware accessories for use on a privately-owned computer.  The right to use officially approved standard software is approved within the terms of appropriate license agreements. 

h.  Other Resource Issues should be identified here and properly coordinated between cognizant Resource Management Offices. 

6.  Effective Date.  This agreement takes effect upon authentication of the Agency approving official, the individual, and the HQDA Information Manager (IMCEN).  

_________________________
   _______________________________


(Signature of Individual)                       (Signature of Agency Official)

_________________________              __________________________

(Printed Name)                                       (Printed Name)

_________________________              __________________________

(Date)                                                     (Date)

_________________________




(Signature of Agency ISSM)                                     

_________________________              _________________________                         

(Printed Name)                      (Date)

APPENDIX C, IMCEN LOI #2-98 -- Policy and Procedures for Accessing the HQDA Remote Dial-in facility 

1.  Policy.  When accessing Government systems through the HQDA Remote Dial-in Facility Point of Presence (POP) all user access shall be conducted in compliance with the security provisions outlined in AR380-19, Information System Security, 27 February 1998.

a.  The HQDA POP is monitored in accordance with the security policies set forth in DOD Directive 5200.28.   This directive is guidance for the Single Agency Manager (SAM), who monitors all HQDA servers and associated Internet access 24 hours a day, 7 days a week.    

b.  Resources cannot be used for any activity that would bring discredit to the Army.  This restriction requires good judgment.  Some obvious examples of bad judgment include viewing web sites where there is pornography, racism, sexism or hate group material. 

 c.  Resources may not be used for group mailings, profit or non-profit business transactions, political purposes or fund raising.

         d.  Users requiring access to the HQDA POP must review and agree to abide by the provisions contained in the Memorandum of Agreement, provided as APPENDIX B to IMCEN LOI #2-98.

 e.  User access will be permitted upon final approval and signature by all responsible parties.

2.  Instructions for Use.   Instructions for setup and use of the HQDA POP may be obtained by contacting the Help Desk at 703-693-4337 or from the HQDA Web site at http://hqdamail.army.mil, under Workstation Setup, Workstation Exchange/Outlook Client Setup Procedures, Windows 95/NT (Home use). 

APPENDIX D, IMCEN LOI #2-98 -- IMCEN Help Desk Procedures

Contacting the Help Desk:  IMCEN Help Desk assistance may be requested by calling 693-4337 or visiting room 1D639, The Pentagon.  Trouble calls entering the system via other routes will not be responded to within the specified response times identified below.
Hours of Operation:  The Help Desk is manned from 0600 - 1800 Monday through Friday, excluding Federal Holidays.  Customer support will not normally be provided outside these hours unless pre-coordinated with the Chief, Technical Services Branch (TSB) and/or the call is Critical in nature.

After Duty Hour Support  A call to the Help Desk (703-693-4337) after normal duty hours is routed to Voice Mail where a voice message trouble call may be recorded for response during the next normal duty day.  As explained on the TSB Voice Mail announcement, critical support is provided by an on-call U.S. Government employee (Duty Officer), who may be contacted by pager.  The Duty Officer will try to resolve the problem before escalating it to a supporting technical specialist.

Call Priorities:  Help Desk calls are categorized into four priorities.  Critical calls will be responded to within 30 minutes, Urgent calls within 2 hours, Routine calls before end of business day, and Special calls within the designated time period which is established during a pre-coordination meeting.  These response times require a technician to contact the user via telephone and, if warranted and authorized, physically respond to the user site to attempt repair.  Actual time to completion cannot be provided given the varied nature and complexity of many calls.

Types of Calls

1.  Critical calls are:

-  In response to a trouble call from a user designated as a SELECT customer.

- In response to outages or trouble calls impacting a large number of users, such as a major network outage.

2.  Urgent calls are:

- Calls that will become critical if not promptly attended to.

- Calls which impact a customer’s basic ability to perform work, i.e., the desktop system is totally inoperative.  Note:  As opposed to a desktop system with an intermittent problem, but the user is able to continue working.
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3.  Routine calls are calls where the customer is able to continue working with minimal impact on performance.

4.  Special calls are typically calls with specific completion times, in some cases not less than 24 hours.  Calls of this type normally require advance coordination and scheduling as existing workload requirements must be considered.

Help Desk Personnel Responsibilities  Help Desk personnel will respond to calls within the time periods specified above.  However, as a general rule, Help Desk technicians will not be visiting alternate work sites.  Hardware specific service will be performed at the IMCEN Help Desk or other IMCEN supported location only on Government owned hardware. When responding to a trouble call the technician will introduce themselves, be polite, act professionally, and be dressed accordingly.  The technician will ascertain the nature of the problem and where possible explain the probable cause and the resolution.  The technician will attempt to contact the customer prior to leaving the job site.  However, if this is not possible, the technician will leave a note stating the details of the problem and its resolution, a prognosis for repair if the call remains unresolved, and when he/she will return to the job site.  The technician will coordinate with other IMCEN personnel as necessary but is ultimately responsible for tracking the call to its completion.

Customer Responsibilities  Flexiplace customers are responsible for coordinating with the Help Desk before bringing any equipment in for service. The customer is responsible for providing access to the faulty equipment and for providing escort and monitoring the technician when work is performed in classified areas.  Except in unusual circumstances, technicians should not be given access to classified information, either directly or indirectly, as part of the trouble call.  The customer is ultimately responsible for security safeguards and access.  The technician should not be asked to install software that is not IAW published standards, which violates any license or copyright agreement, or which is not appropriate for use on U.S. Government systems.  When in doubt, the technician, will refer the request back to the Help Desk supervisor where appropriate authority will be determined.  The customer is ultimately responsible for computer equipment and will avoid potential damage resulting from food or beverage spillage.

In the event that the customer desires the use of temporary loaner equipment, they will be required to accept that provided by IMCEN.  Several generic types of equipment are maintained for temporary use to facilitate continued operations while the customer equipment is repaired or replaced - it should not be expected to exactly mirror that currently in use by the customer.  For example, IMCEN may only stock a 15” loaner color monitor when the customer regularly uses a 17” color monitor.  The smaller monitor is suitable for emergency loan and should be suitable for temporary use.
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