12 July 1999

JDIM-ZA

MEMORANDUM FOR PRINCIPAL OFFICIALS OF HQDA,

                                          ATTN:  EXECUTIVE OFFICERS AND INFORMATION

                                                      MANAGEMENT OFFICERS

SUBJECT:  HQDA E-mail Site Policies and Guidelines ---IMCEN LOI # 1-99

1.  References.
a. IMCEN LOI # 1-98 HQDA E-mail Site Policies and Guidelines, dated, 12 January 1998.

b. Memo, SAIS-PAA-S, 13 May 1999, Subject: Chief Information Officer Instruction -  Army Messaging Standards for Microsoft Exchange (AMSME).

2.  Purpose.  This Letter Of Instruction (LOI) implements new operational guidance on the establishment of HQDA Exchange Network policies and supercedes reference 1a above (IMCEN LOI # 1-98).

3. Scope.  This LOI operational guidance provides HQDA enterprise-level E-mail Site policy and configuration guidance that applies to all HQDA organizations per Army CIO guidance (reference 1b). 

4.  Exchange, General Administration.
     a.  All mail policies will be kept in a public folder for general access.  This will facilitate the incorporation of new or revised policies.

     b.  The organization name is ORGANIZATION, and the site name is HQDA.

     c.  Naming conventions for the Defense Message System (DMS) software applications and for the server/host on which these applications are loaded are being developed by the Defense Information Systems Agency (DISA).  Once these documents are coordinated throughout the DoD, this LOI will be reevaluated to ensure compliance.
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     d.  Administrators for organizations that have their own Exchange server, but are in the HQDA site will have control over their server as Server Operators in the ARDA NT domain.   However, connections to other sites and systems should be cleared with HQDA site administrators before execution.

     e.  Those organizations having their own Exchange server will be totally responsible for the add/change/delete of user accounts on their server, although HQDA site administrators can act as a backup.

     f.  Connections in the site (SMTP, MS Mail, Site, etc.) will only be set up and run by the site administrators.

     g.  Each organization in the HQDA site will have its own recipients container.

     h.  For each organization that joins the HQDA site a high-level folder will be created with that organization’s name.  The administrators of the various organizations will have the ability to add/change/delete/set access rights on public folders for their organization within their specific high-level folder.

     i.  Replication of public folders should be coordinated with the HQDA site administrators as replication has implications for network bandwidth.  Similarly, the establishment of affinities to public folders should also be coordinated with HQDA site administrators.

     j.  All forms in the site should be registered with HQDA site administrators, but that is only for information exchange and to prevent needless duplication of form creation/programming.

     k.  HQDA site administrators should be notified of planned outages of a HQDA server at least three days in advance.  Every effort should be made to plan these outages outside of Monday through Friday, 7AM to 5PM.

     l.  HQDA site-wide distribution lists should be coordinated through the HQDA site administrators.  This will prevent unnecessary duplication of distribution lists.

5.  Exchange, User Configuration.

     a.  User accounts are created with an alias name using the AMSME standard of: lastname+ firstinitial+ middleinitial, truncated as necessary to 15 characters (that is, the last name will be truncated to 13 characters). 
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Duplicate names on a system are resolved by the addition of a numeral, beginning with “2”.  (Example: SmithJD2)  Information on the fields in the user account, whether they are designated mandatory or not, and their content, is given under “Exchange User Account Fields” below.

     b. SMTP Addresses:

     (1) The default SMTP reply address will be, per AMSME guidance, firstname.lastname@HQDA.Army.Mil.

          (a) Duplicates will be resolved by the addition of a numeral, beginning with “2” to the last name (example: John.Smith2@HQDA.Army.Mil)

          (b) For users who have the legacy “5-1-1” address, that address will be retained as secondary address.

     (2) If an organization has an existing SMTP gateway, that gateway address may also be included, though the gateway’s address is transferred to the Exchange site.

     (3) The local administrator may within reason, add other SMTP aliases.

     c.  For users on servers managed directly by the HQDA site administration team, mailbox storage is currently limited to 48 MB with a warning given between 30 and 38 MB.  These levels must sometimes be adjusted to ensure that server’s Private Information Store does not grow beyond safe limits.  Mailbox storage limits for servers managed by partner agencies are set by the local administrators, who are also responsible for monitoring the size of the server’s Private information Store.

     d.  Personal folders should be kept in the user’s home directory unless the primary workstation for the user is a notebook.  In that case, it should be kept on the notebook.

     e.  Any user giving Send As rights to another user should inform the HQDA site administrators.
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Exchange User Account Fields

Name

Use
Actual

First
           M        given name

            Initials
   M        middle initial; if none, leave blank

            Last              M        last name

Display
   M        (see “Display Name Format”)

Alias
   M        see above for format

Address         M        building code or full mailing address
   

City, State,     
   

    ZIP code,

Country         O       used if full mailing address is used in the Address field                                              

Title
   M       military: rank; civilian: “Mr.”, “Ms.”, etc. No punctuation

Company
   M
your organization (e.g., ASA-FM, DISC4)

Department
   R
any division or group within the organization

Office
   M
room number

Assistant
   O
another person in your organization

Phone
   M
commercial phone, separated with hyphens 

Phone/notes

Business

linked to “Phone” on General tab

Business 2
   M
DSN number

FAX
   O

Pager
   O


M = mandatory
R = recommended
O = optional

6.   Account Display Name Format.  IMCEN and the Pentagon Single Agency Manager have agreed to follow the display name format which has been adopted by the SAM and which is basically the same as that in the draft convention being distributed by the Army Signal Command.

     a.  General.  

     (1)  Display names will make use of the following four fields using data already stored in the user account:

     (a)  Last name

     (b)  First name and middle initial

     (c)  Title or rank (from Title field)

(d) Organization (from Company field)
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     (2) Display names may be updated by the local administrators, or, if local administrators prefer, done en masse by the Exchange Administrators.

     (3) New accounts must have the display name entered according to the adopted convention.

     b. Description of the Format.  Per AMSME guidance, the display name will consist of four fields.

Field 1
Last name

Field 2
First name and middle initial; generation qualifier may be included here, if desired

Field 3
Title - for civilians, Mr., Ms., Dr., etc., with no punctuation; for military, rank in the standard abbreviations (LTC, SSG, etc.).  

Field 4
Organization name - this should be the highest level of the organization; all users in an Exchange container should use the same organization name.

     c.  A comma and a space will separate the last and first names; all other fields will be separated by a single space.  There will be no punctuation other than the single comma.

     d.  Examples.

Public, John Q LTC DISC4


Burke, Miranda S Ms OCPA

Walters, William D SSG DCSPER

Smith, James H Jr Mr IMCEN
(note generation qualifier)

Reynolds, Barbara R ASA-FM
(note absence of title)

7.  Organizational and Resource Accounts.
     a.  Organizational accounts are those which do not belong to a specific user, such as “Help Desk”.  Resources are similar, but are used primarily for non-mail functions such as scheduling (for example, “ASA-FM Conference Room”).  Display names for such accounts start with the organization’s container name, so they will be easily identified and sorted together in the global address list.  For organizations whose container names may not be unique (for example, there are multiple “DCSPER”’s throughout the army), the organizational acronym may be used instead (in DCSPER’s case, DAPE).
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     b.  Resource accounts should be created in the organization’s sub-folder of the Resources container.  Organizational accounts may be placed in the organization’s recipients’ container.

     c.  Fields will be filled as follows:

· First Name      the name of the account itself (for example, “Conference Room”)  

· Last Name      the name of the organization (for example, “ASA-FM”)

· Display Name the organization’s name followed by the resource name       (that is, Last Name plus First Name, similarly to how users’ display names are built; for example, “ASA-FM Conference Room”)

· Company      the organization name (same as Last Name)

· Other
      the remaining fields may be filled in at the discretion of the administrator.

8.  Distribution Lists.  Distribution lists can be set up by local administrators to fit the needs of the organization.  The following guidelines cover their configuration:
     a.  All distribution lists should be created in the organization’s appropriate sub-container of the Distribution List container.

     b.  Display names for distribution lists should start with the organization’s container name, so they will be easily identified and sorted together in the global address list.  Like distribution lists, for organizations whose container names may not be unique, the organizational acronym may be used instead (for example, DAPE instead of DCSPER).
     c.  Distribution lists should be “nested” as much as possible.  That is, where all members of one group are also members in another group, the second list should contain the first distribution list as a member, instead of individual accounts being added to both.  This is useful in organizational trees, where members are added to a branch distribution list, and then the branch distribution lists added to a divisional distribution list.  This reduces the number of places where individual account names must be added or deleted.
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9.  SMTP Custom Recipients.  Custom Recipients may be added to make SMTP addresses for users outside the Exchange organization available to users.  Because this affects users throughout the Exchange organization “ORGANIZATION”, the adding of such listings should always be coordinated with the HQDA Site administrators.

     a.  Depending on the circumstances, custom recipients may be put in an organization’s site sub-container (e.g., Recipients/CSA), a sub-container to the sub-container (e.g., Recipients/DISC4/SMTP), or another container altogether 

(e.g., Associated Mail Systems).  HQDA Administrators will be responsible for how custom recipients are added into site folders.

     b.  The display name format for custom recipients is identical to that for mailboxes.

     c.  The required fields, unlike those for mailboxes, are only those required by Exchange and the display name:


Name

Use
Actual Contents


First 

M
given name


Initials

M
middle initial; if none, leave blank


Last

M
last name


Display 
M
(see “Display Name Format”)


Alias

M



Title

M
military: rank; civilian: “Mr”, “Ms”, etc.


Company
M
your organization (e.g., DCSPER, ASA-FM, DISC4)


M  =  mandatory
R =  recommended
O =  optional

     d.  All other fields are optional.

                                                          //Signed//  

Michael L. Selves

Director

                                  Information Management Support Center
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