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THIS MESSAGE HAS BEEN SENT BY THE PENTAGON TELECOMMUNICATIONS CENTER ON BEHALF OF DA WASHINGTON DC //DAMO-AWO//

SUBJECT: FORCE PROTECTION/ANTITERRORISM THREAT REPORTING REQUIREMENTS

REFERENCES: 

A. HQDA MESSAGE INTERIM IMPLEMENTATION GUIDANCE FOR GUARDIAN REPORTING, 19 DEC 07 B. AR 525-13 ANTITERRORISM, 4 JAN 02 C. AR 190-45, LAW ENFORCEMENT REPORTING, 30 MAR 07

SUBJECT: FORCE PROTECTION/ANTITERRORISM THREAT REPORTING REQUIREMENTS 

1. THE RECENT BOMBING OF A RECRUITING STATION IN NEW YORK CITY HIGHLIGHTS THE CRITICAL IMPORTANCE OF SECURITY AND PROTECTION AT ARMY INSTALLATIONS, FACILITIES, ARMORIES AND OTHER SITES WORLDWIDE. COMMANDERS WILL REVIEW EXISTING POLICY AND PROCEDURES FOR SUSPICIOUS ACTIVITY REPORTS (SAR), TERRORIST THREAT REPORTS (TTR), AND SERIOUS INCIDENT REPORTS (SIR) TO ENSURE THE TIMELY SUBMISSION OF TERRORIST AND THREAT INFORMATION.

2A. SUSPICIOUS ACTIVITY REPORT (SAR). GUIDELINES FOR SAR AND OTHER NON-INTELLIGENCE REPORTING OF FORCE PROTECTION THREATS TO DOD RESOURCES ARE FOUND IN REFERENCE A. THE GUIDANCE FOR SAR PROVIDES FOR THREE TYPES OF REPORTING (URGENT, ACTIONABLE, AND NON-ACTIONABLE) AND ARE DESIGNED TO PROVIDE FOR THE IMMEDIATE COMMUNICATION OF TERRORIST THREAT AND SUSPICIOUS ACTIVITY INFORMATION FOR THE FBI, AS WELL AS DOD AGENCIES. INFORMATION REGARDING TERRORIST THREATS AND OTHER SUSPICIOUS ACTIVITY MUST BE EVALUATED IAW PARA. 3 OF REFERENCE A PRIOR TO SUBMISSION INTO THE FBI GUARDIAN REPORTING SYSTEM. THE ARMY ANTITERRORISM OPERATIONS INTELLIGENCE CELL (ATOIC), ALONG WITH OTHER ORGANIZATIONS IDENTIFIED IN REFERENCE A WILL BE PROVIDED A SIMULTANEOUS COURTESY COPY OF ALL SAR SUBMITTED TO THE GUARDIAN REPORTING SYSTEM. THE ATOIC COPY WILL BE SENT VIA EMAIL TO AOCATOIC@CONUS.ARMY.MILOS OR AOCATOIC@HQDA.ARMY.SMIL.MIL.

2B. TERRORIST THREAT REPORT (TTR). GUIDELINES FOR TTR ARE FOUND IN APPENDIX D, AR 525-13 (REFERENCE B). TTR WILL BE SUBMITTED USING THE OPREP-3 FORMAT WHEN A COMMAND RECEIVES CREDIBLE INFORMATION CONCERNING A PLANNED TERRORIST ATTACK AGAINST U.S. ARMY PERSONNEL (SOLDIERS, CIVILIAN EMPLOYEES, OR THEIR FAMILY MEMBERS), FACILITIES, OR OTHER ASSETS. INFORMATION IS "CREDIBLE" IF IT IS CONSIDERED SERIOUS ENOUGH TO WARRANT A FPCON CHANGE OR IMPLEMENTATION OF ADDITIONAL SECURITY MEASURES WHICH ARE TARGETED TO COUNTER A SPECIFIC THREAT. THE OPREP-3 WILL BE SUBMITTED IMMEDIATELY BY TELEPHONE TO THE ARMY OPERATIONS CENTER (AOC) (PHONE DSN 227-0218/9 OR COMMERCIAL (703) 697-0218/9). LOCAL COMMANDERS WILL COMPLY WITH ANY ADDITIONAL HIGHER HQ GUIDANCE CONCERNING DISSEMINATION OF SUCH TIME-SENSITIVE INFORMATION, BUT ARE REMINDED THAT TIMELY REPORTING TO THE ARMY AOC IS IMPERATIVE. REFERENCE B OUTLINES PROCEDURES FOR PROGRESSIVE OPREP-3 REPORTING STARTING WITH AN INITIAL REPORT, THEN FOLLOW-UP REPORT(S), AND UPDATE REPORT(S) AS NECESSARY AND APPROPRIATE.

2C. SERIOUS INCIDENT REPORT (SIR). GUIDELINES FOR SIR ARE FOUND IN CHAPTERS 8 AND 9 OF AR 190-45 (REFERENCE C). EXAMPLES OF CATEGORY 1 REPORTABLE SERIOUS INCIDENTS ARE ACTUAL OR ALLEGED INCIDENTS INVOLVING ON- AND OFF-POST RIOTS, SERIOUS DISTURBANCES, OR DEMONSTRATIONS TARGETED AGAINST THE ARMY OR INVOLVING ARMY PERSONNEL; TERRORIST ACTIVITIES, SABOTAGE, AND INCIDENTS, INITIATED OR SPONSORED BY KNOWN TERRORISTS, DISSIDENT GROUPS, OR CRIMINAL ELEMENTS, THAT OCCUR ON AN INSTALLATION OR INVOLVE MILITARY PERSONNEL OR PROPERTY OFF AN INSTALLATION; BOMB OR EXPLOSIVE INCIDENTS RESULTING IN DEATH OR INJURY OF MILITARY PERSONNEL, OR DAMAGE TO MILITARY PROPERTY; AND, INCIDENTS INVOLVING MATERIAL DAMAGE THAT SERIOUSLY DEGRADE UNIT OPERATIONAL OR TRAINING READINESS. CATEGORY 1 SIR WILL BE SUBMITTED IMMEDIATELY BY TELEPHONE TO THE AOC (PHONE DSN 227-0218/9 OR COMMERCIAL (703) 697-0218/9) IN ADDITION TO OTHER ORGANIZATIONS IDENTIFIED IN REFERENCE C.

3. THREAT WORKING GROUPS (TWGS) GUIDANCE IS LOCATED IN REFERANCE B. TWGS WILL BE ESTABLISHED AT ALL ACOMS; ASCCS; DRUS; HQ, ARNG; ARMY GARRISONS; AND STAND-ALONE ACTIVITIES (POPULATED DAILY BY 300 OR MORE PERSONNEL). FORMAL TWGS ARE NOT REQUIRED TO BE ESTABLISHED AT UNITS (BATTALION LEVEL AND ABOVE), BUT THE WORKING GROUP FUNCTIONS WILL BE INTEGRATED INTO UNIT PLANNING AND OPERATIONS (I.E., ROUTINE COMMAND/STAFF MEETINGS, LONG RANGE PLANNING CALENDAR BRIEFINGS AND QUARTERLY TRAINING BRIEFINGS).

4. POINT OF CONTACT FOR THIS MESSAGE IS THE HQDA G-3/5/7 ARMY ASYMMETRIC WARFARE OFFICE, FORCE PROTECTION DIVISION, DSN 222-2973/COMMERCIAL (703) 692-2973; EMAIL AAWO@HQDA.ARMY.SMIL.MIL. EXPIRATION DATE CANNOT BE DETERMINED. 

